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1. ABSTRACT & OBJECTIVE 

1.1 ABSTRACT 

       Image encryption and compression has been a great area of interest since images are 

being used as one of the most valuable information source in many areas like medical 

application, military application, space science application and many more. Image compression 

means reducing the size of an image without or with a certain loss of data. This is needed 

because for an image which need to be transmitted over a channel will consume a large 

bandwidth according to its size. So if the size can be reduced the bandwidth needed for the 

transmission of the compressed image will be less. Encryption on the other hand is needed to 

provide security to the information. 

Image encryption and compression using scan patterns is an algorithm which is capable 

of doing both encryption and compression of an image concurrently. This is applied on gray 

scale images, by dividing the gray scale image into its corresponding bit planes. The main aim of 

the algorithm is to find a good scan path and encryption is done using a scan path which is kept  

secret; this is used as the key for encryption and the compression is done using run-length 

encoding.     

1.2 Motivation 

The development of internet provides a new way for spreading the digital information 

more conveniently. Information is an asset that has a value like any other asset. As an asset, 

information needs to be secured from the attacks. Because of the characteristic of digital images, 

some security problem comes out besides the extensive usage of these images. The importance 

of securing information/image has reached its highest levels in the recent years due to hacker 

attack and instruction of people’s privacy. Image Compression is a technique for competently 

coding digital image by minimizing the number of bits needed for denoting image. Its main goal 

is to reduce the storage space and cut down the transmission cost and maintain good quality. 

1.3 Objective 

The objective of the project is to perform image encryption and compression concurrently 

by using scan patterns. A scan path needs scan patterns which can compress an image using least 

number of bits. The same scan pattern is used as key for encryption. 
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2.1 Block Diagram: 

 

Figure: Block Diagram for Image Encryption 

Methodology: 

 First, Convert RGB image into gray scale image 

 Perform bit plane slicing 

o Divide the image into 8 bit planes according to the pixel values 

 Apply these 4 types of scan patterns to each bit plane 

 Scan path is determined by applying four scan patterns to each plane   

 Finally, encrypted bit planes are obtained. 

 

Figure: Block Diagram for Image Compression 
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Methodology: 

 By using Run length Encoding Technique, compression operation is performed for all 

encrypted bit planes. 

 Compare the threshold values. 

 If it is not satisfactory then perform same operation until get a good compressed image.  

 Finally, merge all the 8 bit planes to get an encrypted and compressed image. 

2.1.1 Grammar Function 

The compression and encryption specific scan is formally defined by the grammar. 

G=[ ᴦ Σ A Π] 

Where ᴦ = non terminal symbols = {A, S, P, I, U, V, T, W}; 

Σ = terminal symbol = {0, 1}; 

A = start symbol; 

Π = production rules; 

The production rules is given by – 

A –S|P|I 

S—10UT 

P—11VTAAAA 

I – 0W 

U – 00|01|10|11 

A – S|P|I – begin the process by basic scan(S) or partition(P) or storing the image without 

compression(I). 

S – 10UT – here S means scanning a region with basic scan pattern U and transformation 

T. 10 is the prefix which indicates beginning of basic scanning 

P – 11VTAAAA – refers to partition with partitioning pattern V and transformation T. 

and the process of partition is scanned in order from left to the right. 11 is the prefix  

which indicates partition. 

I – 0W – stands for storing the image of a region. 0 is the prefix for storing an image 

region. 

U – 00|01|10|11 – it means four of the different scan patterns. 00 is for raster scan, 01 is 
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for reverse, 10 for diagonal and 11 for spiral S. 

It contains all the details about scan patterns and used to determine the scan word for 

specified 

scan path. 

2.1.2 OPERATIONS PERFORMED 

Operation I: Bit Plane Slicing 

Taking the sample gray scale image the first operation that is done is bit plane slicing. Bit  

plane slicing is a method of dividing an image into eight different planes of 1s and 0s. The unit  

element of any digital image is called pixel and it’s finite in number for a specific image. And  

every pixel has got some value. In case of gray scale image the value is known as intensity level 

and it ranges from 0 to 255. And each pixel value is represented by 8 bits, starting from MSB  

(most significant bit) to LSB (least significant bit). 

Operation II: Specifying Scan Path 

Encryption operation is performed on each bit plane by applying four scan patterns. 

After specified scan path is determined by using grammar function. 

Operation III: Compression 

After a scan path is determined randomly and applied to the bit plane, now the next step 

is to perform compression to the encrypted bit plane. First of all the entire bit plane is converted 

into an array of bit stream and then a run length encoding is applied to it. 

Run Length Encoding: 

Run length coding is a simple algorithm which is used to compress a data set having  

subsequent repetition of same data. By compressing a data set a code is achieved. The basic idea  

is to replace the repetition of a data by a counter which indicates the number of repetitions  

occurred. 

Operation IV: Merging 

After applying run length encoding technique to all the 8 encrypted bit planes ,next step 

is to merge all the 8 planes. Finally encrypted and compressed image was obtained. 
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2.2. Results  

Image Encryption: 

Step-1 RGB to Gray Scale Conversion 

 
 

Step-2 Bit Plane Slicing 

The gray scale image is divided into 8 bit planes according to their pixel values 
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Step-3 Raster Scan Pattern 

Raster Scan Pattern output for all the 8 bit planes. 
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Step-4 Reverse Scan Pattern 

Reverse Scan Pattern output for all the 8 bit planes. 
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Step -5 Spiral Scan Pattern 

Spiral Scan Pattern output for all the 8 bit planes. 
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Step-6 Diagonal Scan Pattern 

Diagonal Scan Pattern output for all the 8 bit planes. 
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Step-7 

Apply different Scan Patterns to all the 8 bit planes. 
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Compression: 

Step-8 Run Length Encoding 

Run Length Encoding technique output for all the 8 encrypted bit planes. 

 

Step-9 Merging 

Merged output for all the encrypted and compressed bit planes. 
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3. CONCLUSION 

The concurrent encryption and lossless compression makes this algorithm very useful in 

the field of medical image processing, multimedia applications, military applications etc. The 

compression achieved in the experimental results has been simulated using MATLAB R2012a. 

Further  a better way to find the scan path so that it can be assured that highest compression ratio 

is achieved. It also includes the modification of the compression method so that it can be applied 

on the intensity level for gray scale image directly, doing this compression time can be 

minimized and the correlations between the pixels can be exploiting better. The colour images 

can also be compressed using gray scale compression on each red, green and blue component or 

by directly applying it on the 24-bit colour value. 

 


